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CyuacHi moOinbHi npucmpoi cmanu Hegio €MHOI YACMUHONO NOBCAKOEHHO20 HCUMMAL
i aKmueHo BUKOPUCTNOBYIOMbCA K 6 0CODUCTNUX, MaK | KopnopamueHux yinax. Lle cnpuyununo
3pocmants KiibKocmi Kibep3azpos, Hayinenux na cmapmeonu. Y yiti cmammi npoeedeno ana-
A3 8UOI8 Kibep3axucmy, wo peanizyromuvcs 8 ONEPAYiiHUX CUCMEMAX MOOLIbHUX MmeleqhoHis,
maxux axk Android ma iOS. Posensioatomscs anapamui ma npozpamui mMemoou 3abe3neyents
beznexu, ocobausocmi apximekmypu ma mexauizmu saxucmy oavux. Cmamms mMicmums nopie-
HAbHY maoauyio nioxodie 06ox npoegionux OC, cxemu pi6Hie 3axucmy ma onucy (yHKYioHy8anHs
OCHOBHUX MEXHONOT: WUGPYEaAHHS, aymeHmupikayia, nicounuys, KOHmponb 003601i8. Taxoic
002060PIOIOMbCA MUNOGI 3a2pO3U ma cnocobu ixuvboi Heumpanizayii. Buou xibepzaxucmy Oynu
ONUCAHT MA KIACUDIKOBAHT, PO3TAHYMI IX MEXAHIZMU 3aXUCMY Md NpuKIaou peanizayii. Ana-
pamui mexanizmu 3axucniy posensaHymu Ha npuxaaoi Secure Enclave (Apple) ma Titan M (Google
Pixel), npeocmaenena cxema nopisusanua. Ilpoepammui 3axucm npeocmagieHuti Ha NPpuxiaoi
nicounuys (sandboxing) ma xonmponto 0ozeonis. Ilepeniueni memoou aymenmuikayii ma xepy-
BAHHST OOCHYNOM, PO3TISIHYMA, HABEOeHA (hopMYNa OYIHKU CIILIKOCMI naposis 3 npukiadom. byou
6uOineni maki mepesxcesi ma xmapHi mexanizmu saxucmy, sk VPN ma 3axuwenuti DNS, Private
Relay (iCloud+) ma Google Play Protect. Haouno npedcmasnena cxema pobomu Private Relay
ma Google Play Protect. Takoac nokazati munogi 3a2posu 0jisl ONepayiiHux cucmem MooinbHUx
meneonie ma npedcmasieHuli NOPIGHAIbHUL 02140 cucmem Oesnexu Android ma iOS 3a piz-
HUMU Kpumepiamu. Bce ye nayineno npomu wKionueo2o npozpamHoo 3abesnevents os be3nexu
OaHUX MOOIIbHUX NPUCMPOis. BUCHOBKU TPYHMYIOMbCA HA V3A2ANbHEHHI NOMOYHUX peanizayili
Kibep3axucmy, HAyKogux nyonikayit ma npaxmuyHux oocuioxcens. Ilpedcmaesnenuii mamepian
Modice Oymu KOPUCHUM axieysim y eanysi iHGopmayitinoi Oe3neku, po3poOHUKAM MOOLIbHUX
000amKI6 ma KOPUCMy8auam, 3ayikaeieHUM Y 3axXucmi 0coOUCmux OaHuXx.

Knrwuosi cnosa: mobinvra besnexa, onepayitini cucmemu, kivepzaxucm, Android, iOS, wiug-
DPY6anHa, aymenmuikayis, nicouHuys, wKionuee npoepamue 3aoesnedenis, be3nexa OaHux.

Konovalov S. M. Analysis of types of cyber protection in mobile phone operating systems

Modern mobile devices have become an integral part of everyday life and are actively used
for both personal and corporate purposes. This has led to an increase in the number of cyber
threats targeting smartphones. This article analyzes the types of cyber protection implemented
in mobile phone operating systems, such as Android and iOS. Hardware and sofiware security
methods, architectural features, and data protection mechanisms are considered. The article
contains a comparative table of approaches of the two leading OSes, schemes of protection
levels, and a description of the functioning of the main technologies: encryption, authentication,
sandboxing, and permission control. Typical threats and methods for neutralizing them are also
discussed. Types of cyber protection have been described and classified, their protection
mechanisms and implementation examples have been considered. Hardware protection
mechanisms are considered using the example of Secure Enclave (Apple) and Titan M (Google
Pixel), and a comparison scheme is presented. Software protection is presented using the example
of sandboxing and permission control. Authentication and access control methods are listed,
a formula for assessing password strength with an example is considered. Network and cloud
protection mechanisms such as VPN and secure DNS, Private Relay (iCloud+) and Google
Play Protect will be highlighted. The scheme of operation of Private Relay and Google Play
Protect is clearly presented. Typical threats to mobile phone operating systems are also shown
and a comparative review of Android and iOS security systems is presented according to various
criteria. All of this is aimed against malware for mobile device data security. The conclusions are
based on a generalization of current implementations of cyber protection, scientific publications
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and practical research. The presented material may be useful to information security specialists,
mobile application developers and users interested in personal data protection.

Key words: mobile security, operating systems, cyber protection, Android, iOS, encryption,
authentication, sandboxing, malware, data security.

Beryn. 3pocranns mudposizanii BCix chep KHUTTS CYNPOBODKYETHCS aKTHBHUM
MOIIMPEHHSIM cMapT(OHIB, SKi 30epiraroTh Ta 00POOISTIOTh Yy TIIUBI IEPCOHANBHI IaHi.
31 30iIbIIEHHSAM OOYMCIIOBAIIEHUX MOXIIMBOCTEH MOOUIBHUX MPHUCTPOIB 3pOCTaE Ta
TXHS IPUBAOIUBICTH JIJIs 3T0BMUCHHKIB. KiGep3arpo3u eBoIOIIOHYOTh, CTAlOTh Jeai
BUTOHUYCHIIITHMHU, IO TOTPeOye MOCTIHHOTO BIOCKOHATICHHS MEXaHi3MiB 3axucTy [1, 2].
MobinsHi omnepariiini cuctemu (OC), B mepmy depry Android ta iOS, BKmIOYaOTH
IIITMHA CIIEKTp BOYJIOBaHUX PIllleHb 3 KibepOesneku. [Ipore miaxoau, siKi y MUX CHUCTe-
Max, 3HAYHO pi3HATHCS [3, 4]. Mera 1i€i cTarTi — MpOBECTH CUCTEMHHI po30ip BUIIB
Ki0ep3axucTy, 10 3aCTOCOBYIOThCA B MOOiMbHUX OC, BUAIMUTH iX CHJIBHI Ta cialki
CTOPOHH, a TAKOX BU3HAYUTH ITEPCICKTUBU PO3BHUTKY.

Knacudikauis Buais kidep3axucty B Mo6iibHuX OC. B Tabnumi 1 mokasasi pizHi
piBHI KiOep3aXUCTy 3 HABEICHHSAM MEXaHI3MIB Ta MPHKIAAIB peamizaiii IUX PiBHIB
3axucty [3].

Tabmuis 1
Kuaacudgikanis BuaiB kidepzaxucry B MmobisibHUX OC
PiBenb 3axmcty MexaHi3zMu 3aXucTy IHpuxaanu peanizamii
AmnapaTauit [Hugpysanns winis, 1osipene Apple Secure Enclave, Titan M
CepeIoBHINe
IIporpamunit [Ticounwuisi, KOHTPOJIb TO3BOJIB SELinux (Andrp id), App
’ Sandbox (i0S)
Mepexenuii VPN, @ian;Tpauiﬂ Tpadixy, Private Relay (iO'S), 3aXHUCHI
rewall MIPOKCI
[ToBeniHKOBHIH AHaJti3 akTUBHOCTI, €BPHCTHKA Google Play Protect
KopuctyBanpHUIIBKHN biomerpis, PIN, 2FA Face ID, Touch ID, Smart Lock

AmnapartHi Mexani3mu 3axucty. CygacHi MoOuIbHI OC BHKOPHCTOBYIOTH BOYIOBaHi
anaparHi MOJyIi Oe3MeKH:

— Secure Enclave (Apple) — criBniporiecop, sikuii 30epirae Kiitodi MuQpyBaHHS Ta
00pobIIsie GioMeTpiro;

— Titan M (Google Pixel) — uim, sikuii nepeBipse iTiCHICTh 3aBaHTAXKEHHS Ta Kepy-
BaHHS KITIOYaMH.

Cxema nopiBusHHES Secure Enclave (Apple) Ta Titan M npencrasiena Ha pucyHky 1.

IIporpamumii 3axuct. Ha piBHI IpOrpaMHOro 3axXuCTy BUKOPHUCTOBYETHCS:

— micoununs (sandboxing) — KoKHa Mporpama Mpaioe y CBOEMY 130J1bOBAHOMY
cepenouii. e oOMexye ToCTyI 1O JaHUX Ta 3am00irae PO3MOBCIOMKEHHIO IITKIIITH-
BOTO KOIY;

— KOHTpOJH JIO03BOJIIB — CHCTEMa 3alUTy€ y KOPHCTyBada JOCTYN 10 UyTIH-
BUX QYHKIH (kamepa, MiKpodoH, po3ramryBaHus). Y iOS mo3Boiu BHIaHI CyBOpO,
B Android — rayukimte, ane e cupuuuHse pusuk. B Tabmuni 2 mOpiBHSHO KOHTPOJIIO
no3soutiB B Android Ta 10S.

AyTeHTH(iKaIis Ta KEPYBAHHS AOCTYIOM. BHKOPHCTOBYIOTBCS TaKi METOIH:

— mapomi ta PIN-koau;

— oOiomerpis (Face ID, Touch ID, Binburok);

— nBodakropHa ayreHTHdiKarist (2FA).
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e KpuntorpadiyHui cnienpowecop o Mopynb 6e3nekun

e 360piraHHs KNoYiB LWNdpPYBaHHS ¢ [epeBipka 3aBaHTa)keHHs OC
e O6po6ka 6IOMETPUYHUX JaHUX e 3axuMCT 0COBMCTUX faHUX

o [30nquis pna 6e3nekun o YnpaBniHHA KpunTorpadicio

Puc. 1. Apximexmypa anapamnoeo 3axucmy ¢ iOS ma Android

Tabmnuns 2
IopiBHSIHHA KOHTPO.II0 103B0JIiB B Android Ta iOS
DyHKUiA Android i0S
. [Tix yac BctanoBneHHs a00 | TUIbKK MPU BUKOPHCTaHHI
3amuT J03BOIMIB
BUKOPUCTAHHS a0o 3aBxIu
3miHa ipaB Jl03BOIIEHO KOpHCTYBaYeM Uepes HamamTyBaHHI
OOrpyHTYBaHHS JOCTYITY Heo60B’s13k0B0 O00B’sI3K0BO

Hwxye HaBeeHa popMyna OI[iHKH CTIHKOCTI TapoOJIs:
S=N, ()

ne S —3arajbHa KiIIBKICTh MOKIMBHX KOMOIHAIIIH;

N — KiJIBKICTh JOITYCTUMHUX CUMBOJIB;

L — noBxuHa mapoiis.

Hampuknan: 3a N=62,L =8 — §=2,18 - 10,

MepesxkeBi Ta XMapHi MexaHi3MH 3axucTy. BUAIAIOTE Taki MEepexkeBi Ta XMapHi
MeXaHI3MU 3aXUCTy [5]:

— VPN Ta 3axumenniit DNS. BUKOpHUCTOBYIOTBCS AJIsT 3aXHUCTy MEPEKEBOTO Tpa-
¢iky Ta 3anobiranus MITM-arakawm;

— Private Relay (iCloud+) — mackye IP-anpecy kopucryBava ta mmdpye DNS-3a-
IUTH;

— Google Play Protect — nepeBipsie mporpaMu 0 Ta Miciisg BCTAHOBJICHHS, BUSBIISE
IIK1JTUBY TIOBEIHKY.

Ha pucynky 2 HaouHO TipesicTaBieHa cxema pobotu Private Relay Ta Google Play
Protect.

Tunogi 3arpo3u Ta MeToau 3axucrty. B Tabmuii 3 moxasaHi THITOBI 3arpo3u s
orepariifHAX CUCTEM MOOITBHHX TeJIe(oHiB [6].
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Puc. 2. Cxema pobomu Private Relay ma Google Play Protect
Tabnung 3
Tumnosi 3arpo3u Ta MeToaH 3aXUCTY
3arpo3a MeToau 3aXHCTY
kiamuBi nporpamu I[TepeBipka mianucis, Mara3uHu nporpam, sandbox
OimuHT Ta comiaabHa IHKEHepis AHTHQIIHT-QLTETPH, HABYAHHS KOPUCTYBada
VYpaznusocti OC PerynsipHi OHOBJIEHHSI, KOHTPOIIb HITICHOCTI
[epexomnenns Tpadiky VPN, HTTPS, firewall

IopiBusanbHuii anaai3 Android Ta iOS 3a piBusiMu 3axucty. B Tabmuui 4 npen-
CTaBIICHUI MOPIBHSUTBHNUI omyisi cucteM Oe3neku Android Ta iOS 3a pisHIME KpHTEPisIMU.

Tabnuis 4
IopiBHsuIbHMI orIs] cucTeM Oe3leKH
Kpurepiii Android i0S
YacToTa OHOBJICHB 3anexath Bif BupoOHUKa | [[eHTpamizoBaHo, 9acTo
BcraHoBieHHS! CTOPOHHIX IIporpam Jlo3BosieHO 3a00poHEHO
KoHTpons noctymy nomaTkiB MeH1u cyBopuit YKopcrkuit
3axuIeHICTh Bifl (ilIHHTY Cepenst Bucoka
PiBeHs 13071111 mporpam Bucoxwuii (ane BapitoeThCsT) Jly»e BUCOKHIA

BucnoBku. OnepaiiiifHi CHCTEMH MOOUTEHUX TEJIE(POHIB PO3BUBAIOTH JIaITi CKIIa/I-
HiIlll MEXaHI3MU 3aXHCTY, HOEIHYIOUN alapaTHi, MPOrpaMHi Ta MOBEAIHKOBI METOH.
HesBaxkaroun Ha BIIMIHHOCTI B apXiTeKTypi Ta ctyneHi Bigkpurocti Android Ta iOS,
0o0u/Bl cUCTEMH AEMOHCTPYIOTh BHCOKHH piBeHb Kibep3axucty. OHaK ypaszIuBOCTI
3aJIMIIAI0THCS, 0cOONMMBO TpH 3acTapinux Bepcigsx OC Ta HU3BbKOT UQPOBOI TPamMoT-
HOCTI KopucTyBada. MaiOyTHE MOOUIBHOT O€3MeKH OB’ si3aHe 3 PO3BUTKOM IITYYHOTO
IHTENIEeKTY JUIA aHali3y 3arpo3 y peajbHOMY Yaci, OLIbLI IPO30POI0 MOIITHKOI KOH(]I-
JICHIIITHOCTI Ta HABYaHHAM KOPUCTyBauiB. KOMIUIEKCHUI TiAX11, IO BKIOYAE SK TEX-
HIYHI 3aX0JI{, TaK 1 CBIJJOMY MOBEJIIHKY BJIACHUKA MIPUCTPOIO, 3TUIIAETHCS KITFOYEM 10
e(heKTUBHOTO 3aXUCTY BiJ Kibep3arpos.
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